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Technical Direction Letter — TDL 07
USAFRICOM Security Controls Assessor (SCA) Surge Support

1. MISSION PARTNER / ORGANIZATION
USAFRICOM J62

1.1 Funding CLIN(S)
e CLIN 1010A AFRICOM OT/Surge — all labor costs
e CLIN 1004A AFRICOM Travel — any travel related costs

2. SCOPE DETERMINATION
This surge effort encompasses the scope of the following Performance Work Statement (PWS)
Sections:
a. C.5.2.2.22.5. RISK MANAGEMENT FRAMEWORK (RMF)
b. C.5.2.2.22.6. SECURITY CONTROL ASSESSMENTS (SCA)

The contractor must validate the implementation of all applicable security controls for all systems in
accordance with tasks outlined in the aforementioned portions of the PWS.

3. PLACE OF PERFORMANCE
The contractor can perform this work CONUS at a location determined by the contractor provided
that the location meets security requirements.

4. PERIOD OF PERFORMANCE
Support to begin on 15 April 2021 for an estimated period of 180 days

5. BACKGROUND & REQUIREMENTS
5.1 - Background
During 2021, all USAFRICOM systems will require a renewed assessment. The preponderance of
these systems will require an assessment between April and October 2021.

5.2 — Technical Performance Requirements

This requirement encompasses the full scope of requirements as described in PWS Section
C.5.2.2.22.5. RISK MANAGEMENT FRAMEWORK (RMF) and C.5.2.2.22.6. SECURITY CONTROL
ASSESSMENTS (SCA). The contractor will be supporting 12 distinct eMASS packages assessing
approximately 23,000 assessment procedures. As not to impact steady-state operations,
USAFRICOM requires additional support capacity to assist in the eMASS assessments requiring
renewal. The contractor will need to access the USAFRICOM eMASS packages via SIPRNET as
“assess security control compliance given documentary artifacts” or “assess plan of action and
milestone validity for given non-compliant controls”.

5.3 — Personnel Requirements
US Citizen, Secret clearance, DoD 8570-1.M IAM Level Ill certified
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5.4 - Additional Requirements

Contractor must have access to SIPRNET and obtain an eMASS account via USAFRICOM J6. SIPRNET
access is not limited to the AFRICOM network and access can be “vanilla”. AFRICOM will provide
Executive Communications Kits (ECKs) for SIPRNET access. When not in use, ECK must be in secured
storage.

6. DELIVERABLES
N/A

7. LIST OF ATTACHMENTS
N/A

8. POINT(S) OF CONTACT

Deputy J62

DSN:
email:
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